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Plug & Play

Quantum Cryptography

Main features
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Auto-compensating interferometric set-up
Outstanding stability and contrast

Secure key exchange up to 100 km

BB84 and SARG protocols

Fully implemented key distillation protocol
Comprehensive software suite
Automated operation

C++ library for system programming
Encrypted file transfer

Sync out signals

Patented technolgy
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Quantum Key Distribution is a technology that exploits a
fundamental principle of quantum physics - observation causes
perturbation - to exchange cryptographic keys over optical fiber
networks with absolute security. It is attracting a growing interest
in the scientific community. The id 3000 Clavis Quantum Key
Distribution System - clavis is the ancient latin word for key - was
developed by id Quantique to serve as a versatile research tool.
Clavis uses a proprietary auto-compensating optical platform,
which features outstanding stability and interference contrast,
guaranteeing low quantum bit error rate. Secure key exchange
becomes possible up to 100 km. This optical platform is well
documented in scientific publications and has been extensively
tested and characterized.

The id 3000 Clavis system is the most flexible product of its kind on
the market. It consists of two stations controlled by one or two
external computers. A comprehensive software suite implements
automated hardware operation and complete key distillation. Two
quantum cryptography protocols are implemented.

The exchanged keys can be used in an encrypted file transfer
application, which allows secure communications between two
stations.

A device access library allows C++ programming of the id 3000
Clavis system.

Applications

4 Quantum cryptography research
4 Novel protocols implementation
4 Education and training

4 Demonstrations and technology evaluation

A versatile tool designed for researchers...
...by researchers

Thanks to its world-class experience in quantum optics, id
Quantique has developed the ultimate tool for quantum
cryptography research. Whether the goal is novel protocol
investigation, quantum network implementation or cryptographic
study, the id 3000 Clavis system allows quick experimental
platform preparation and validation. Using the Sync out signals,
the system can be synchronized with external optical components
to expand almost without limits its functionalities. The id 3000
Clavis system is the indispensable tool for research centres,
government laboratories, and universities active in the growing
field of quantum communications.
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A Quantum Leap for Cryptography
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Configuration

Software Suite

Single-computer configuratioﬁ

CryptoMenuBob CryptoMenuAlice
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USB Connection

USB Connection

Quantum channel

= Dedicated —u
QKDS-A Optical Fiber QKDS-B

Dual-computer configuratiof

CryptoMenuAlice Clavis CryptoMenuBob Clavis
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Dedicated
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*: computers must be purchased separately.

General Information

CryptoMenu

The CryptoMenu software package consists of two console mode
programs - one for each QKDS-A and QKDS-B stations - that allow
calibration and test of the id 3000 Clavis system.

4 Accestoall hardware parameters
Clavis

The Clavis software package is a high-level program performing complete
key distribution, including raw key exchange and key distillation.

4 Automated operation

4 Log files and ini files support

4  Key management

4  Data file transfer with encryption/decryption
Operating systems supported

Windows 2000, ME, XP

Clavis Device Acces Librar

The Clavis Device Access Library is a well-documented library of functions
allowing to program the id 3000 Clavis system under the Visual C++
environment. It includes both low-level functions for setting and query of
hardware parameters and high-level key distribution routines.

QKDS-A station
QKDS-B station

Comprehensive programming guide

23 functions

34 functions

)

Source code of sample programs

Technical Specifications

Operating temperature 10-30 °C
Relative humidity 20 - 70 (non-condensing) %
Dimension (L” W~ H) 420" 460 160 mm
Weight' 10 kg
Line input 110 - 230 VAC

' each station

Options

Quantis - Quantum random number generator

Bit rate (random stream) 4 0r 16 Mbits/s

Refer to the Quantis specification sheet for more information

Intellectual Propety Notice

This product is protected by US Patent No. 6,438,234. Other patents
pending.

Ordering Information and Sales Contact

Key exchange

Maximum transmission range 100 km
Raw key exchange rate? > 1500 bits/s
2: over 25 km

Key distillation

BB84 and SARG protocols implemented
Sifting

Error correction (with confirmation)
Privacy amplification

Authentication

Data encyption

Automated key management
Triple-DES (ANSI 9.52, 168 bits), AES 128-192-256 encryption
Data authentication

Interfaces and inputs/outputs

Optical connector (front panel) FC/PC
Optical fiber type SMF-28
USB interface (rear panel) uUsB
Output Sync signals connectors BNC
- QKDS-A Classical detector, phase modulator

- QKDS-B Laser source, phase modulator

Part number: id 3000 Clavis Quantum Key Distribution System

For further information on this or other products, please contact id Quantique by phone: +41 (0)22 301 83 71 or email: sales@idquantique.com

Visit id Quantique’s website for information about distributors - www.idquantique.com

Disclaimer

The information and specification set forth above are subject to change at any time by id Quantique without prior notice.
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