























Figure 7: A redundant secure link is added by connecting an additional pair of Vectis LEs.

4.3 Addition of a Site

When XYZ Corp. adds a third office building, it must also connect the new local area network to the other buildings.
Just like in the first example, this is achieved by connecting two Vectis LEs by a pair of optical fibres. This situation is
depicted in Fig. 8. In this case, computers at the headquarters’ building can exchange information securely with the
LAN in branch B. It illustrates how link encryptors can be used to implement complex networks.

Note that this example also illustrates how transmission distance can be increased by chaining links. The headquarters
and branch B can be up to 200 kilometers apart. The only constraint is that they are both located within a 100
kilometers radius from branch A. In this model, information transmitted from the headquarters’ network to branch B
traverses the switch of branch A in clear. It is assumed that this action does not constitute a vulnerability.

Figure 8: The network of a third office, 200 km distant from the company’s headquarters, is added by connecting an
additional pair of Vectis LEs.

4.4 Remote Storage

The server of the finance department of XYZ Corp. is located behind a firewall in the headquarters’ network. In order to
replicate the data saved on this server, XYZ Corp. decides to add a remote backup site and to connect it to the
headquarters’ network using a pair of VVectis LEs.

A switch is added in the subnet of the server onto which the Vectis LE is connected. This configuration allows to send
the critical data to the remote backup site without sending data on the internal headquarters network, as illustrated in
Fig. 9.
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Figure 9: The traffic between the headquarters’ finance department and a storage backup site is secured with a pair of
Vectis LEs.
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Figure 10: An existing infrastructure using a VPN tunnel, as shown above, can easily be upgraded using a pair of
Vectis LEs, as shown in Fig.6.
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4.5 Replacement of a VPN Tunnel

In the last example, it is assumed that two sites of XYZ Corp. are connected through a VPN tunnel. At the headquarters,
a VPN concentrator is placed in parallel to the DMZ, as shown in Fig. 10. In this example, adding a Vectis link is
straightforward. Just like in Fig. 6, one Vectis appliance is connected to the headquarters internal router, while a second
one is connected to a switch in the network of branch A.

This case illustrates again that the Vectis appliances allow upgrading the security of a network, with minimum impact
on the existing infrastructure.

5. Deployment of a Vectis Link Encryptor

This section describes the steps and key factors for a successful deployment of Vectis LEs into an existing network.

5.1 Key Factors for Successful Deployment

Deploying Vectis LEs to secure connections between remote sites is an efficient way to significantly improve the
security of communications. However Vectis is not a panacea. It will not compensate deficiencies in conventional
network security. The golden rule of information security, stating that the security chain is only as strong as it weakest
link, remains true.

This implies in particular that, prior to installing Vectis appliances, an organization should always ensure that its
information security policy is up-to-date. It should for example check that the physical security of its sites is appropriate
and that perimeter security of its networks is properly implemented. In this respect, deploying Vectis appliances is not
very different from adding other pieces of equipment in an existing network.

Once this assessment has been completed, the actual deployment process can start. It usually consists of three phases.

5.2 Phase 1 - Network Analysis

In this phase, the network is analysed to identify critical links requiring the deployment of Vectis LEs. Links
necessitating redundant connectivity are also identified. The optical fibres links that will be used for the deployment of
Vectis appliances are characterized to guarantee that their properties — such as the loss budget — are suitable. In cases
where an optical fibre link is not available between the sites, such a link is leased or built. Finally, the installation
procedure is prepared to ensure that it takes place smoothly.

This phase usually involves a close collaboration between the customer and id Quantique, or one of its certified
partners.

5.3 Phase 2 - Installation of the Vectis Link Encryptor

The second phase is the actual installation of the Vectis LEs. It is performed by a technician from id Quantique or one
of its certified partners. It is a relatively short phase, that involves installation, testing and qualification of the
equipment. It also covers the definition of security policies and access rights to the Vectis appliances (the Vectis
product family implements identity based access control). This phase also often includes a training course for the
technical staff of the customer. During this course, the operation and the basic maintenance of the Vectis appliances are
presented.

5.4 Phase 3 - Maintenance and Support

The last phase covers maintenance and support of installed equipment. It lasts during the entire lifetime of the
appliances. It is performed by id Quantique or a certified partner, and is governed by a maintenance agreement.
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6. Conclusion

The Vectis product family consists of link encryptors implementing quantum cryptography to securely exchange keys
over optical fibre networks, as well as data traffic encryption and decryption. It operates on layer 2 of the OSI network
reference model and handles full-duplex Ethernet traffic. A pair of Vectis Link Encryptors can be integrated into a
network with minimum impact on the existing infrastructure, as the Vectis system is independent of the network
protocol in use. It allows to effectively raise, to an unprecedented level, the security of communications between remote
sites. Thanks to its reliability and fully automated operation, the Vectis product family features a low cost of ownership
and excellent security-over-cost ratio.
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